polarctf RERIFRICTE (EMAIZRES)

test

package com.example.test.ctfB2;

/* loaded from: classes.dex */

7 | public class Check {

3 public boolean checkPassword(String str) {
9 char[] pass = str.toCharArray();

10 if (pass.length I= 12) {

return false;
1T
J
for (int len = ©; len < pass.length; len++) {
15 pass[len] = (char) (((255 - len) - 100) - pass[len]);
16 if (pass[len] != '@' || len »= 12) {
return false;
}
1
J
24 return true;

(-]

[



af://n0
af://n2

PassWord:

BUTTON




A
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for (int Ten = 0; Ten < pass.length; len++) {
pass[len] = (char) (((255 - 1len) - 100) - pass[len]);

[EB—ERET0 (HRascliBry48) |, iltaiff, EBESHEHMAILIEHFREIKjihgfedcba™, BN
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IMPOrT aNUroLU. grapiics. BItNapFaciory;
import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.widget.ImageView;

import java.io.File;

import java.io.File
import java.io.InputStream;

/* loaded from: classes.dex */
14| public class NextContent extends AppCompatActivity {
ImageView imageView;

/* JADX INFO: Access modifiers changed from: protected */

“ride // android.support.v7.app.AppCompatActivity, android.support.vd.app.FragmentActivity, android.support.v4.app.BaseFragmentActivityGingerbread, android.apy
15 public void onCreate(Bundle savedInstanceState) {
16 super.onCreate(savedInstanceState);

17 setContentView(R.layout.activity_next_content);
18 init();
19 Change();
¥
2 public void init() {
23 this.imageView = (ImageView) findViewById(R.id.imageview);
}
26 public void Change() {
27 String strFile = getApplicationContext().getDatabasePath("img.jpg").getAbsolutePath();
try {
29 File f = new File(strFile);
30 if (f.exists()) {
31 f.delete();
)
}
} catch (Exception e) {
33 e.printStackTrace();
}
try {
36 InputStream is = getApplicationContext().getResources().getAssets().open(“timg_2.zip");
37 FileOutputStream fos = new FileOutputStream(strFile);
38 byte[] buffer = new byte[1024];
while (true) {
10 int count = is.read(buffer);
if (count <= 0) {
break;
}
11 fos.write(buffer, 0, count);
1
3
13 fos.flush();
14 fos.close();
15 is.close();
} catch (Exception e2) {
18 e2.printStackTrace();
3}
50 this.imageView.setImageBitmap (BitmapFactory.decodeFile(strFile));
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package com.example.activitytest;

import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/* loaded from: classes.dex */

public class FirstActivity extends AppCompatActivity implements View.OnClickListener {
Button button;
EditText password;
EditText username;

/* JADX INFO: Access modifiers changed from: protected */

public void onCreate (Bundle bundle) {
super.onCreate(bundle);
setContentView(C0534R.1layout.first_layout);
this.button = (Button) findViewById(C0534R.C0537id.login_button);
this.username = (EditText) findViewById(C@534R.C@537id.username);
this.password - (EditText) findViewById(C@534R.C0537id.password);
this.button.setOnClickListener(this);

1
3

@verride // android.view.View.OnClLickListener
public void onClick(View view) {
String obj = this.username.getText().toString();
String obj2 = this.password.getText().toString();
if (checkUsername(obj) & checkPass(obj2)) {
Toast.makeText (this, "t 0", 0).show();
Toast.makeText(this, "flag{" + obj + obj2 +
return;

, 0).shou();

N

}

Toast.makeText(this, "% 1", 0).show();
N
}

public boolean checkUsername(String str) {
if (str I= null) {
try {
if (str.length() != @ && str = null) {
MessageDigest messageDigest - MessageDigest.getInstance("MD5");
messageDigest.reset();
messageDigest.update("zhishixuebao".getBytes());
String hexString = toHexString(messageDigest.digest(),
StringBuilder sb = new StringBuilder();
for (int i = 0; i < hexString.length(); i += 2) {
sb.append(hexString.charAt(i));

R
)

String sb2 = sb.toString();
return (sb2).equals(str);

N
}

7 public boolean checkUsername(String str) {

if (str !I= null) {

try {

3 if (str.length() != 0 && str != null) {
1 MessageDigest messageDigest = MessageDigest.getInstance("MD5");
2 messageDigest.reset();
1 messageDigest.update("zhishixuebao”.getBytes());
5 String hexString = toHexString(messageDigest.digest(), "")
7 StringBuilder sb = new StringBuilder();
3 for (int i = @; i < hexString.length(); i += 2) {
El

sb.append(hexString.charAt(i));
!

¥
1 String sb2 = sb.toString();

return (sb2).equals(str);
N

I
return false;
} catch (NoSuchAlgorithmException e) {

1 e.printStackTrace();
}

}

return false;

|
3

> public boolean checkPass(String str) {
if (str != null) {
3 char[] charArray = str.toCharArray();
1 if (charArray.length != 15) {
return false;

N

3
7 for (int i = 0; i < charArray.length; it+) {
3 charArray[i] = (char) ((((255 - i) + 2) - 98) - charArray[i]);
3 if (charArray[i] I= "0' || i >= 15) {

return false;

N
3

N

}
return true;
N

}
return false;

N
}

El private static String toHexString(byte[] bArr, String str) {
3 StringBuilder sb = new StringBuilder();
for (byte b : bArr) {
2 String hexString = Tnteger.toHexString(b & 255);
3 if (hexString.length() == 1) {
1 sb.append('@');

N

o

}
sb.append(hexString);
sb.append(str);

|

}

3 return sb.toString();

AEIER

@verride // androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity,

androidx. core.app.ComponentActivity, android.app.Activity
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X N: c_i = (char) (111 - 1), X ASCII FHFA 'o'i#imEl 'a'.
LS N 74758 "onmlkjihgfedcba".

Flag:

BRRUEL RN Flag #2308 flag{H/ " 4%}, BIHHEH P 4%,

g MHAE R

import hashlib

# HEHP 4
def get_username():
input_str = "zhishixuebao"
md5_hash = hashlib.md5(input_str.encode()).hexdigest() # il% MD5
username = md5_hash[::2] # H&EFHALFH (RERID
return username

# iHEE R

def get_password():
password_chars = [chr(111l - i) for i in range(15)] # ‘ERFHHIFE
password = ''.join(password_chars) # PHERTARH
return password

# TIEF
if _name__ == "_main__":
username = get_username()
password = get_password()
flag = f"flag{{{username}{password}}}"

print(f"H /' #: {username}")
print(f"#15: {password}")
print(f"Flag: {flag}")
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package com.example.myapplication;

import android.os.Bundle;
import android.util.log;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;
import java.io.FileNotFoundException;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;
import java.security.spec.InvalidKeySpecException;
import javax.crypto.BadPaddingException;

import javax.crypto.Cipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;

import javax.crypto.spec.DESKeySpec;

/* loaded from: classes.dex */

35 | public class MainActivity extends AppCompatActivity {

private static char[] alphabet = "ABCDEFGHIIKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=".toCharArray();
Button btn_reg;

EditText edit_sn;

String temp = "INI_Onload";

public static native String Judge(String str);
static {
36 System.loadLibrary(“native-1ib");

}

/* JADX INFO: Access modifiers changed from: protected */
@override // androidx.appcompat.app.AppCompatActivity, androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity, androidx.core.app.ComponentAct

10 public void onCreate(Bundle bundle) {
u super.onCreate (bundle);

2 setContentView(R.layout.activity main);

vy this.edit_sn = (EditText) findViewById(R.id.editText1);
15 this.btn_reg = (Button) findViewById(R.id.button1);

17 initClickEvent();

}

/* JADX INFO: Access modifiers changed from: private */

52 public SecretKey generateKey(String str) throws NoSuchAlgorithmException, InvalidKeySpecException, InvalidKeyException {
53 SecretKeyFactory secretKeyFactory = SecretKeyFactory.getInstance("DES");
54 DESKeySpec dESKeySpec = new DESKeySpec(str.getBytes());
55 secretKeyFactory.generateSecret (dESKeySpec);
56 return secretKeyFactory.generateSecret(dESKeySpec);
}
30 static String encode(byte[] bArr) {
boolean z;
51 char[1 cArr = new char[((bArr.length + 2) / 3) * 4:
61 char[] cArr = new char[((bArr.length + 2) / 3) * 4];
int i = 0;
int i2 = 03
64 while (i < bArr.length) {
65 int i3 = (bArr[i] & 255) << 8;

int 14 =i+ 1;
boolean z2 = true;

68 if (i4 < bArr.length) {
69 i3 |= bArr[i4] & 255;
z = true;
} else {
z = false;
3
int i5 = i3 << 8;
int i6 = i + 2;

76 if (i6 < bArr.length) {
77 i5 |= bArr[i6] & 255;
} else {

22 = false;
3
int i7 = 12 + 3;
82 char[] cArr2 = alphabet;

int i8 = 64;

cArr[i7] = cArr2[z2 ? i5 & 63 : 64];
int i9 = i5 >> 6;

int 110 = i2 + 25

if (z) {
i8 = i9 & 63;
3
89 cArr[i10] = cArr2[i8];
int i11 = 19 >> 6;
92 cArr[i2 + 1] = cArr2[ill & 63];
93 CArr[i2 + 0] = cArr2[(ill >> 6) & 63];
i+= 3;
i2 += 4;
}
97 return new String(cArr);
}
101 private void initClickEvent() {
102 this.btn_reg.setOnClickListener(new View.OnClickListener() { // from class: com.example.myapplication.MainActivity.1
@0override // android.view.View.OnClickListener
104 public void onClick(View view) {
105 String obj = MainActivity.this.edit_sn.getText().toString();
try {
111 Cipher cipher = Cipher.getInstance("DES");
try {
27 cipher.init(1, MainActivity.this.generateKey ("123!@#zaqXShiquer"));
} catch (InvalidKeyException e) {
115 e.printStackTrace();
} catch (InvalidKeySpecException e2) {
117 e2.printStackTrace();
3
try {

120 bvtel ] doFinal = cipher.doFinal("64781852".getBvtes()):
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int64 v3; // rax

int64 v4; // r8

int64 v5; // r9

int64 v6; // rbx

int64 v7; // rax

_OWORD *false_1; // rsi

9 __int128 v1e; // [rsp+@h] [rbp-128h] BYREF
10 int v11; // [rsp+3eh] [rbp-F8h]

11 _OWORD false[3]; // [rsp+4eh] [rbp-E8h] BYREF
12 __int16 v13; // [rsp+70h] [rbp-B8h]

13 _OWORD false_2[3]; // [rsp+8eh] [rbp-A8h] BYREF
14 __int16 vi5; // [rsp+Beh] [rbp-78h]

15 _OWORD v16[3]; // [rsp+Céh] [rbp-68h] BYREF
16 __intlé v17; // [rsp+Foh] [rbp-38h]

17 unsigned __int64 v18; // [rsp+F8h] [rbp-36h]

19 v18 = _ readfsqword(@x28u);

20 v3 = (*(__int64 (_ fastcall **)(__int64 *, _ int64, _QWORD))(*al + 1352))(al, a3, 6LL);

21  memset(vli6, O, sizeof(vi6));

22 v17 = 8;

23 v15 = 8;

24  memset(&False_2[1], @, 32);

25 false_2[@] = xmmword_9B@;

26 memset(false, @, sizeof(false));

27 w13 = @;

28 qgmemcpy(false, "false", 5);

29 LOWORD(vil) = @;

36 __strcpy_chk(vils, v3, 50LL, @LL, v4, v5, ©x8F9DD62085EF5033LL, OxCF918F40F95ACE92LL, 4273356832LL, OLL, ©LL, oLL, vil);
31 if ( __strlen_chk(&v19, 56LL) )

32 {

33 v6 = eLL;

34 while ( byte_A3@[*((char *)vi6 + v6)] - (5 * ((unsigned int)vé / 5) + 4 == (_DWORD)v6) == *((_BYTE *)&v1@ + v6) )

36 if ( __strlen_chk(&v18, 50LL) <= (unsigned _ int64)++v6 )
37 goto LABEL_5;

39 V7 = *al;
40 false_1 = false;

42 else

000007A0 sub_7A0:1 (7A0)

.rodata:0000000000000A30 ; _BYTE byte A30[256]
.rodata:0000000000000A30

.rodata:00000000800@GB26 _rodata ends

e

BRAXBIRBAR T jaadxBDESHLHflagHAMET, idadpy+7NHEIELE/ NeFRNBEIRF B F,
byteASORINERIAESHISE, ERZENIEFTERR

byte_A30[ input[v6] ] - (5 * (v6 / 5) + 4 == v6) == target[v6]

REMANT

import struct

def solve(Q):
# 1. #REIH#TT (Target Bytes)
# XEMFEHCKRE IDA R&FEETH __strcpy_chk SH45
# . XRNEE (Little Endian) f##H
# Ox8FI9DD62085EF5033
# OXCF918F40F95ACE92
# 4273356832 -> OXFEBI9F6A0



vall = Ox8F9DD62085EF5033
val2 = OxCF918F40F95ACE92
val3 = 4273356832

# BRSO T4 (Little Endian)
target_bytes = Tist(struct.pack('<Q', vall)) + \
Tist(struct.pack('<Q', val2)) + \
Tist(struct.pack('<I', val3))

# HAMHRK 71751
# 33 50 EF 85 20 D6 9D 8F 92 CE 5A F9 40 8F 91 CF A0 F6 B9 FE

# 2. 5EX AES S-Box (CKIHT byte_A30)
sbox = [
0x63, 0x7C, 0x77, 0Ox7B, OxF2, Ox6B,

OXFE,

0x9c¢,

0x71,

OXEB,

0x29,

0x4A,

0x50,

0x10,

0x64,

OxDE,

0x91,

0x65,

0x4B,

0x86,

OxCE,

0xBO,
]

0xD7, OxAB, 0x76,
0OxCA, 0x82, 0xC9,
0xA4, 0x72, 0xcO,
0xB7, OxFD, 0x93,
0xD8, 0x31, 0x15,
0x04, 0xCc7, 0x23,
0x27, 0xB2, 0x75,
0x09, 0x83, 0x2C,
OxE3, Ox2F, 0x84,
0x53, Oxpl, 0x00,
0x4C, 0x58, OxCF,
0xDO, OXEF, OxAA,
0x3C, Ox9F, OxAS8,
0x51, OxA3, 0x40,
OxFF, OxF3, 0OxD2,
0xCb, 0x0c, 0x13,
0x5D, 0x19, 0x73,
0x60, 0x81, Ox4F,
Ox5E, 0x0B, OxDB,
OxEO, 0x32, Ox3A,
0x95, OxE4, 0x79,
OxE7, 0xC8, 0x37,
0x7A, OxAE, 0x08,
OxBA, 0x78, 0x25,
0OxBD, 0x8B, 0Ox8A,
0x70, Ox3E, OxBS5,
0xCcl, Ox1b, Ox9E,
OxE1l, OxF8, 0x98,
0x55, 0x28, OxDF,
0x8C, OxAl, 0x89,
0x54, OxBB, 0x16

0x7D,

0x26,

0xC3,

Ox1A,

OXED,

OxFB,

0Ox8F,

OXEC,

0xDC,

0x0A,

0x6D,

0x2E,

0x66,

0x11,

0x0D,

# G S-Box [ n ik

inv_sbox = {v: k for k, v in enumerate(sbox)}

_F-l ag — "

# 3. fREIEA

for i in range(len(target_bytes)):

OXFA,

0x36,

0x18,

0x1B,

0x20,

0x43,

0x92,

Ox5F,

0x22,

0x49,

0x8D,

0x1c,

0x48,

0x69,

OXBF,

0x59,

0x3F,

0x96,

0Ox6E,

OxFC,

0x4D,

0x9D,

0x97,

0x2A,

0x06,

0xD5,

0xA6,

0x03,

0xD9,

OXEG6,

OX6F,

0x47,

OXF7,

0x05,

0Ox5A,

0OxB1,

0x33,

0x38,

0x44,

0x90,

0x24,

Ox4E,

0xB4,

OXF6,

Ox8E,

0x42,

0xC5,

OxFO,

0xcCc,

0x9A,

0xAO,

0x5B,

0x85,

OXF5,

0x17,

0x88,

0x5¢C,

0xA9,

0xC6,

0xO0E,

0x94,

0x68,

0x30,

OXAD,

0x34,

0x07,

0x52,

0x6A,

0x45,

0OxBC,

0xc4,

0x46,

0xc2,

0x6cC,

OXES,

0x61,

0x98B,

0x41,

# 15 Modifier: XRARRSFH (5% (3 // 5) + 4 == 1)

0x01,

0xD4,

OxA5,

0x12,

0x3B,

0xCB,

OxF9,

0xB6,

OxA7,

OXEE,

0xD3,

0x56,

0xDD,

0x35,

Ox1E,

0x99,

0x67,

0xA2,

OXES5,

0x80,

0xD6,

OXBE,

0x02,

OxDA,

OX7E,

0xB8,

0OxAC,

OxF4,

0x74,

0x57,

0x87,

0x2D,

0x2B,

OXAF,

OxF1,

OXEZ2,

0xB3,

0x39,

OX7F,

0x21,

0x3D,

0x14,

0x62,

OXEA,

Ox1F,

0xB9,

OXxE9,

0xO0F,



# BI4ZEE] i % 5 == 4 B, Modifier N 1, ®lAH 0
modifier = 1 if (i % 5 == 4) else O

# JRURiPHE: Sbox[input] - modifier == target

# WiP%: Sbox[input] == target + modifier

# FARAIH EH sbox H{EK (target + modifier) M%7l
target_val = target_bytes[i]

search_val = (target_val + modifier) & OxFF

if search_val in inv_sbox:
recovered_char_code = inv_sbox[search_val]
flag += chr(recovered_char_code)

else:
flag += "?"

print(f"Error at index {i}: val {search_val} not in Sbox")

print(f"f#& M Flag: {flag}™)

if _name__ == '_main__":
solve()
ReverseGame

KERAFEH AT jadx B RMFHENZR, MEADWpHEUTLIEREIRY, FE, ATLAEN
KRB ARGRINEIER, BPAm—NIREE (HSLRAjadxHige, BEKIRBEXER)
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BEfjadxdTHAmainactivityfmainactivitykt SN EEERS, REBNIMEKER, BEXHS
F—X, BER, REFNSHRIEEAAT, MSVEA onLoginsuccess BEEIT—I, BRIEITHY
AAHIERER,
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Login

Phone Number

111

Verification Code

111

Invalid phone number or

verification code
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MultiDex

classes.dex

classes2.dex
classes3.dex
classes4.dex

classesb.dex
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= () V4

MainActivityKt 9793:23 (37) | [9675...

if-nez v0, :cond_4c
move v0, v1
goto :goto_4d

:cond_é4c
move vO0, v2

:goto_4d
invoke-static {p2}, Lcom/example/reversegame/MainActivityKt;->LoginSci

move-result-object v0

check-cast v0, Ljava/lang/CharSequence;

invoke-interface {v0}, Ljava/lang/CharSequence;->length()I
move-result v0

move v1, v2

Jdine 173
invoke-interface {p0}, Lkotlin/jvm/functions/Function0;->invoke()Ljava/lar

goto :goto_61

const-string v0, "The phone number or verification code cannot be emj
invoke-static'{p8, v0}, Lcom/example/reversegame/MainACEIIyKt;->Logi
dine 175

:goto_61

sget-object v0, Lkotlin/Unit;->INSTANCE:Lkotlin/Unit;

return-object v0
.end method

.method private static final LoginScreen$lambda$3é6(Lkotlin/jvm/functions/Fu
.registers 5

const-string v0, "$onLoginSuccess"

Ff o~ -~ (N ] LY re e - [T = . . - [} [ PR [T N



INVOKe-STatiC {pu, VU}, LKOTIIN/JvMm/Internal/ INtrinsics;->cneckNotNullFarar
or-int/lit8 v0, p1, 0x1

invoke-static {v0}, Landroidx/compose/runtime/RecomposeScopelmplKt;-:
move-result v0

invoke-static {p0, p2, v0}, Lcom/example/reversegame/MainActivityKt;->

-/ + - * = <

EZIFAININIBRIERNE, RRIEAEEXTANINNIEME, XMEEEEMNET)
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Game Selection

System Information
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RERETRERSTRBIERENY (SRXNTLIEREjiadx D HTH¥)

if (clickCount >= 10 && !isHiddenGameunlocked)



AIEFSRTIK R LUBE Emt S ZRE R E RSB
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Congratulations! You have got
the key of the flag :
a_sd.9/1m2)d] +=

Back to Game Selection



XHERH, BEHWPTFEXNZHEadx PERERERE, BRERE (,
RZIXERELAjadxT2 LMY, FAEEEFILIET.
T—REEAR—TRE, B4, 178, E2pREE



	polarctf RE刷题记录（困难的安卓）
	test
	app-login
	Android
	ReverseGame


