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1
2int __cdecl main(int argc, const char **argv, const char **envp)
3{

4 unsigned int v4; // [rsp+2Ch] [rbp-4h]

5
6 _main(*(_QWORD *)&argc, argv, envp);
7 if ( GetConsoleCP() != 65001 )
8 {

9 puts("It is recommended that you switch the console encoding to UTF-8.")
10 getchar();

11 SetConsoleCP(@xFDE9u);

il SetConsoleOutputCP(@xFDE9u);

13 puts(aE);

14 puts(asc_1400040C0);

15 getchar();

16 }

17 puts(aEFlag);

18 puts(flag);

19 puts(asc_140004118);

20  scanf("%d", &v4);

21 getchar();

22 decrypt(flag, v4);

23  printf(asc_l4eee4146, flag);

24 if ( !strncmp(flag, "@xGame", 6uibd) )

25 {

26 puts(asc_140ee4164);
27| }

28 else

29 {

30 puts(asc_140004180);
31 getchar();
32 puts("ROT47 Brust Force");

I,
34 getchar();
35 puts(asc_l40ee41Ce);
36 printf("%s", &Ad);
37 return 8;
38}

.data:00000001400035E0 public flag

.data:00000001400035E0 ; char flag[]

.data:00000001488035E0 flag db '@*Wq}u-guAs@}CoBo*yq! *y~*yuo##oA@F@DDIERI/ " ,0
.data:0000600014060835E0 ; DATA XREF: main+7Fto
.data:@0000001400035E0 ; main+B8fo ...
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def decrypt(text, offset):
result = []
for char in text:
v5 = ord(char)
if (v5 - 32) > @x5E:
result.append(char)
else:
new_char = (v56 - 32 - offset % Ox5E + 95) % Ox5E + 32
result.append(chr(new_char))

return ''.join(result)

encoded_text = "@*Wqlu-guAs@}CoBox*yq!*y~*yuoti#oA@F@DDIERI/"

ffi #5 )
Eﬁﬁ RIFE, FHLL Oxgame'FLMER: ")
fel offs t in langeCQH)

result = decrypt(encoded_text, offset)

if result.startswith(" ') or "Oxgame" in result.lower()
print(f" 8 R EIE {offset}")
print(f"fEEER : {result}")
break

# ALl EHME DAL

if result.startswith(("flag", "OxGame", "FLAG")):
print(f" 88 ATBEIET ({RTE B {offset}): {result}")

2B, S3LLL'oxgame' FLHER:
REIEHRRER: 17
: OxGame{WelcOm3_2_xiaoxinxie_qq_1060449509}

BaseUpx @ H &~ IR H 7, &5,

D:\upx-5.0.2-win64>upx -d "C:\Users\1\Downloads\BaseUpx\BaseUpx.exe"

File size

60664 <- 43768 72.15% win6d/pe BaselUpx.exe
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;org 4065000h
) aAbcdefghijklmn db ‘ABCDEFGHI]KLPNOPQRSTUVWXVZabcdefthJklmnopqrstuvwxy29123456739+/ 2]

align 8
aMhhhywllelcwdl db 'MHhHYW1lelcwd191XzRyM183aDNfRzBkXzBmX3VweCZiNHMzNjRFRDNzMWdufQ==

3 char Str[]
Str db 'Input your flag:",e

char Cantralll
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MHhHYW1le1cwd191XzRyM183aDNfRzBkXzBmX3VweCZINHMzN|RIRDNzMWduiQ==

ZEH0ES T UTF-8 v BRI EIE Basebd =45 Base64 4xig

OxGame{WOw_u_4r3 7h3 GO0d_Of upx&b4s364 D3sign}

pwn

test your nc



shizairenwei@LAPTOP-SCQVU X + |

To run a command as administrator (user "root"), use "sudo <command
>Il
See "man sudo_root" for details.

AR9:~$ nc ncl.ctfplus.cn 38158

s

bin

dev

flag
1ld-linux—x86-6L.s0.2
lib

1ib32

libed

libc.so.6

libexec

1ibx32

pwn

cat flag
OxGame{test_your_nc_first}

Is F1 cat flag 2H &+

NewStarCTF2025
Xor AR T, AdXEWmeFains, HEREHE
TEINE, $—% 8 0x14,0x11,0x45 JE¥F, & —# & 19, 19,

81 5 ¥ , M % X & s H M OE P ORI oA



# IEfRBYE
keyl = [Ox14, Ox11, Oxu5]
key2 = [19, 19, 81]

# BN
ciphertext = b"anu‘ym7wKL1$P]v3q%D]lHpi"

flag =[]

for i in range(len(ciphertext)):
# R &Fa key2, BHREL keyl
byte ciphertext[i] " key2[i % 3]
byte = byte * keyl[i % 3]
flag.append(byte)

print("ME LR ", bytes(flag))

R : b'flag{yOu_KnOW_busl1C_xOr}’




